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Cost-effective Protection Throughout Your Organization

How to protect your bottom line

Cutting cost, minimizing risk
Accuracy
¢ Eliminates the cost uhd uadministration associuted with buackup or bypass systems (PINs, cards, pusswords etc).

¢ World-leudiny ulgorithms designed to maunhage even the most dumaged fingerprints accurdately and consistently in the harshest environments.

Capacity
e Investment is protected us the solution is uble to grow and adapt to un organization’s chunyging heeds.

o Fully sculuble solutions to uddress u variety of applicutions in orgunizations of any size.

Security
e Frudicutes the threuts und expense of security breaches such us: buddy punching, key, curd, PIN, und pussword theft.

¢ Ultru-secure mutchiny thresholds ensure stringent enforcement of security policies.

Integration

o Does awuy with the cost und effort involved in runhing multiple systems, interfaces und databases.

o Asingle solution for integration into a diverse range of business processes dependent on identification of individudls e.y. payroll,
time und attendunce, hedlth and sufety, IT, security und HR upplicutions.

Speed
e Reduces the number of required reuders und eliminates delauys und lost productivity resulting from gueue times.

e [ndustry-leading matching speeds ensure maximum throughput aund convenience.

Amano + MorphoTrak = Bottom Line Protection



2 Billion Fingerprints in Over 70 Countries
Successfully supporting U.S. Government FIPS 201 Standards: TWIC, PIV, and CAC Endpoint Cards

Accurate identification and authentication in:

Vertical Markets Horizontal Markets

e Munufucturing e Warehouses ¢ Offices ¢ Mines e Enterprise Solutions e Physicul Access o Loyicul Access

o Studiu e Leisure Parks e Residentiul Estutes e Time & Attendunce e Payroll e Building Management

o Business Purks e Retuilers ¢ Heulth Clubs e Visitor munagement o Heulth & Safety o Workforce Access

e Golf Estutes e Schools e Universities o Colleges o Activity Manhugement ¢« Home & Office Automation

o Construction e Bunking ¢ Government e Industrial Automuation e Transaction Authorization

e Ports o Airports e Loyistics e Higher Security e« Account Management e Loydlty & Membership
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MorphoTrak = Genuine Identification, Genuine Authentication
Absolute certainty of people’s identities

Identification and authentication by Morpho technology, compared to cards, PINs and passwords

A Morpho-bused solution cun work in idenfification mode, authentication mode, or a combination of both.

Z \ r

Identification compuares a user’s fingerprint to all records Fingerprint Se.c_u e_
only Identification
in the dutubuse, returning an exact match und positively 1:N
identifying them. This process is culled ohe-to-many or 1:N.
dutubuse
Authentication mutches u user’s fingerprint data with additional Card, Secure
information in their possession — for example u pussword, PIN, or pgls';l\;vgrrd Fingerprint * Authentication
curd. This process is culled one-to-one or 1:1. 1:1
Cuards only confrol the access of uuthorized pieces of plastic, Card, Lost, shared,
but not who is in possession of the card, which cun be shared, PIN, or stolen, or VULNERABLE
password forgotten

or stolen. Similarly, the use of PINs and pusswords requires un

individuul to punch in u specific code to yuin entry, but who
actudlly entered the code cunnot be determined us PINs und
pusswords cun dlso be shared, stolen, or forgotten.

Amano + MorphoTrak = Access Controlled



MorphoTrak Algorithms = More True Minutia Points
Minimal rates of false acceptances and rejections routinely caused by lesser biometrics

Graphic of true minutia points showing where fingerprint ridges split or end

e ==
Referred to us u templute, the unigque patftern formed by frue minutia In contrust, Morpho's advunced dlgorithms detect and exclude these
points distinguishes one fingerprint from all others. false minutiae, resulting in More uccurate templutes.
Morpho fingerprint scunners are upproximately 50% larger than most Morpho’s superior scunners und algorithms deliver fuster and more

competing scanhers und thus capture more frue minutia points, creating  accurate identification than any other fingerprint technologyy.

highly accurate templates. The compuny’s world leadership in biometrics is bused on experience

Other technoloyies ulso reyister false minutia points caused by injury or datfing back to 1979, including partherships with international law
dirt. This reduces templute accuracy even further, causing dangerously enforcement und government ugencies.
high levels of fulse ucceptunces und false rejections.

Unrivaled Accuracy
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Biometrics Explained

Ergonomic Design

The design of Morpho fingerprint readers results
from extensive experience in biometrics duting
buck to 1979. The size of the scunner, and the
unyle of its position, ensures optimum fingerprint-
cupture and euse of use.

Analytical Algorithms

Testing und behchmarking surveys by the US
Nationdl Institute of Standards & Technology (NIST)
and NIST Minutia Interoperability Exchange (MINEX)
consistently rank Sugem ulgorithms amony the

Matching Speed

Morpho techholoyy is renowned us the world’s
fastest and most uccurute, for example:
Fingerprint mutching speeds in Sagem logicul
access systems (MorphoSmart) against u dutabuse

world’s tfop performers.

Morpho dlgorithms are entrusted to munage more
than 2 billion fingerprints worldwide.

Fast, uccurate und reliuble fingerprint mutching
is imperutive for Morpho clients, particularly those
such us government agencies.

MorphoTrak Biometric Terminal Options Matrix

of 10 000 users:

o |dentificution: less than 1 second
e Authentication: less than 0.8 seconds

MorphoAccess Range Weather Internal User Matching Internal Card Matching Options
Resistance Relay Capacity Mode Reader
FP Only PIN Only PIN + FP Curd Only Curd + Curd+ FP Curd + Curd + Curd + PIN +
PIN BioPIN PIN + FP BioPIN
MA 100 P53 Yes 500 No Indentification only No Yes No No No No No No No No
MA 110 P53 Yes 500 No Multi-Fuctor Yes (HID iCluss) Yes No No Yes No Yes No No No
MA 120 W IP53 Yes 500 No Multi-Fuctor Yes (MiFure) Yes No No Yes No Yes No No No
MA 120D P53 Yes 500 No Multi-Fuctor Yes (MiFure/DESfire) Yes No No Yes No Yes No No No

J-Series Bio P65 Yes 500 Yes Indentificution only No Yes No No No No No No No No
J-Series Bio Extended P65 Yes 3 000 Yes Indentificution only No Yes No No No No No No No No
J-Series Duul P65 Yes 500 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes No No Yes No Yes No No No
J-Series Duul Extended P65 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes No No Yes No Yes No No No

MA 500+ P30 Yes 3000 Yes Indentificution only No Yes Yes Yes No No No No No No
MA 500+ Extended P30 Yes 50 000 Yes Indentificution only No Yes Yes Yes No No No No No No
MA 520+ D IP30 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
MA 521+ D P30 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
MA 520 D Extended IP30 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
MA 521 D Extended IP30 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes

OMA 520D P65 Yes 3000 Yes Multi-Fuctor VYes (MiFure/DESfire) VYes Yes Yes Yes Yes Yes Yes Yes Yes
OMA 521 D P65 VYes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes VYes Yes VYes Yes Yes Yes
OMA 520 D Extended IP65 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
OMA 521 D Extended IP65 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes

Multifuctor (Mergyed) mode = Reuder is uble fo dynumicully switch between Identificution und various Authentication Modes. During enroliment euch user cun be ussigned uny one of these modes

In this mode the users PIN humber is the sume us the system identifier number




Fingerprint identification-matching speeds in
Sagem physical access systems (MorphoAccess
500 series) uguinst a databuse of:

e 1000 users < 0.9 seconds

e 3000 users < 1.1 seconds
e 10000 users < 1.8 seconds

Fingerprint authentication-matching speeds in
Morpho physicul access systems (MorphoAccess
500 series) is 0.7 seconds.

Capacity
The MorphoAccess ranyge of reuders cuters for
implementations of varying sizes. The databuse
cupucity of MorphoAccess reuders facilitates the
maunagement of:

e 500 users (1 000 fingerprint capucity)

e 3000 users (6 000 fingerprint cupucity)

e 50 000 users (100 000 fingerprint cupucity)
The readers also offer multifactor authentication

with MiFare und DesFire contactless cards,
fingerprints, and PINs, us per the mutrix opposite.

Networking capdabilities enuble the reuders to
uddress dll security applications — from ohe-door
control to the protection of buildings und vust
infrastructures.

True minutia points

Typicdlly, a rolled fingerprint has around 80 minutia
points. These are the positions on u fingerprint
where ridges split or end — as shown below.

A dumuged fingerprint could have >150 minutia
points, of which some 50% may be false. If these

fulse points are Misinterpreted us true Minutive,
mautching uccuracy is severely compromised.

Accuracy
Consistently accurate fingerprint matching relies
oh ulgorithms thut:

1. Detect and identify the positions of tfrue
minutiu points

2. Predict the positions of obscured,
distorted, or erused true minutia points

3. Recoyhize und exclude fulse minutiu
points creuted by injury, dirt, or liyuid.

The grauphic illustrates a single ridge on a
fingerprint. At each end of the ridyge there is u
terminution marked by frue minutia points:
™1 aund TM2.

False minutia points

Morpho’s ubility to correctly detect false minutive
and predict missing minutiae has been consistently
proven around the world ih government systems
comprising many millions of fingerprint records.

These abilities ure dlso clearly proven in
environments that typically exhibit the worst
yuulity fingerprints: mininy, construction,
agriculture, manufacturing, und pension
payments.

Morpho’s unulyticul ulgorithms have been
developed to recoyhize und reject dutu
produced by distortion, injury, dirt or liguid
und uccurutely predict missing fingerprint
information.

If the continuity of u fingerprint ridge is
interrupted by an injury, two additiondl
terminations are created on this ridge, these
are false minutiae. In redlity, injuries commonly
intersect multiple ridges, resulting in dozens of
false minutiu points, us marked FM1 aund FM2 in
the graphic below.

It is this type of fulse dutu that continuously
cuuses lesser biometric systems to produce fulse
ucceptunces und fulse rejections when deuling
with dumaged or dirty fingerprints or scanners.

Integration

To muaintain its world-leading rankings, Morpho
continuously refines its fingerprint technoloyy to
dllow optimum inteyration into related software
and techhologies, such us payroll, fime and
uttendunce, heulth and sufety, IT, security, and
HR applications.



Scanners

Morpho scunnhers conform to biometric industry
benchmarks defined by NIST, MINEX, and NIST PIV
(Personul Identity Verification).

These standurds ensure that Sugem scunners
are the idedl choice for professional fingerprint
identification solutions.

These four images illustrate fingerprint readers with a
scuhnhinyg surface smdller than that used by Morpho. A
smualler scunner surfuce cuptures u much smdiller set of
minutfia data during enroliment. These enroliments are
likely to result in higher fulse rejection rates uhless exuctly
the same surface ared is subsequently scanhed.

The size of u scunner’s surfuce ureu determines
the umount of fingerprint und minutia dutu thut
cuh be cuptured: the lurger the surfuce areq, the
larger the umount of dutu,

The images on the right are of u fingerprint captured on
u Morpho MSO scannher.

The coloured shupes superimposed on the Morpho print
show the surface areu cuptured by four other scunners.

As demonstrated here, hot ohe of the four smaller
scunners cuptures neurly us much of the dutu ucyuired
by the Morpho scanner. Smuller scunners heylect
vuluuble minutia points on the periphery of the
fingerprint, thus requiring users to pluce their finger in
exuctly the sume position euch time they use the reuder.

Morpho scunners cupture much more dutu, so u user
cun pluce their finger differently every time they scun
und u positive mautch will be made.

Optical vs capacitive and thermal

Morpho scunners use high-end opticul sensors. An
udvuntuge of opticul scunners is that they cun be
produced with u much lurger surfuce than cupacitive
und thermual sensors.

The Morpho reflecting prism is situated within the
scunner und cun withstund the effects of Electro-Static
Discharge (ESD) that commonly disuble cupucitive
scunhners.

Thermual scanners ulso suffer abrusive dumage during
use und are therefore much less duruble thun opticdl
scunners.

The key to a perfect match

A highly competent fingerprint scanner must operute in
cohjunction with algorithms that uccurately anulyze and
enhcode scunned imuges.

Morpho’s superior scunners und ulgorithms deliver
fuster und more uccurate identification thun auny other
fingerprint technoloyy bused on the scunners’ ubility
to cupture uccurute dutu us well us the ulgorithms’
unalytical und predictive cupubilities.







MorphoTrak = Unmatched Experience, Unmatched Performance

MorphoTrak was formed in April 2009, the result of u merger between
Sagem Morpho und Printrak.

MorphoTruk, u worldwide leuder in biometrics und ID munagement,
us Sugem Morpho delivered frusted biometric solutions throughout the
United Stutes for over 3 decudes. Applyiny its extensive experience

in biometric identification, MorphoTrak delivers reliable biometric
solutions to North American markets, including federal, state und locul
governments, homelund security, driver’s licenses, civil identification,
und applicant background checks, us well us consumer and
commercial products. MorphoTrak is subsidiary of Sugem Défense
Sécurité of the SAFRAN Group, u ylobul orgunization with 55 000
employees, including 7 000 in North America.

MorphoTruk supplies more than 50% of the United Stutes state criminal
and civil biometric systems, and over 60% of the world’s biometric
systems - 130 systems in over 70 countries. The compuny offers u wide
ranyge of biometric solutions from highly secure physical and loyicdl
access control to large-scale multi-modal AFIS. These solutions feature
highly-accurate, interoperable algorithms; easily infegrated FIPS 201
upproved PIV curd reuders, DESFire curd datu encryption, fake finger
detection und mutch-on-curd or mutch-on-device technoloyies.

Sagem Morpho was a Top Performer in NIST MINEX Tests (2004-2008)
with its fingerprint template mutcher more than twice as accurate
us the other submissions; und its fingerprint template gyenerator und
mautcher ranked Tst in accurucy und interoperubility.

Reference: www.NIST.GOV

MorphoTrak: Biometric Security, Productivity & Convenience Solutions (BSPC)

MorphoTrak Certified Partner Channel

MorphoTrak offers u comprehensive range of biometric hardware,
soffware and development tools enabling Certified Partners to fully
integrate our biometric technology into world leading solutions for:

e Physicul Access Control

e loyicul Access Control

¢ Automution (home, office and industry)

e Time & Aftendunce

e Resource munugement and productivity solutions

Whilst muny biometric systems appeur to work fairly well in limited and
controlled upplicutions, in real-world deployments biometric data aund/
or the cupture devices ure constantly subjected to dirt, dumuye, und
chunges in environmentul und physiologicul conditions.

With over three decudes of industry-leudiny expertise und field proven
technoloyy, MorphoTrak products ure specificully designed to operute
in, and mManage fingerprint quality typical of the toughest industries
and environments.



Amano Powered By MorphoTrak = Unbeatable ROI from Fingerprint Biometrics

Amano Time & Security Business Overview

Amano Time und Security, a division of Amano Cincinnati, Inc.
provides uccess control, fime & uttendunce und video munugement
systems. Our security solufions cun perform as u stand-alone system
or seumlessly infegrate with Amano’s time & uttendaunce and most
payroll upplicutions.

We offer u full line of security products ranging from single door to
multi-site enterprise uccess conftrol, inferfuced with Amauno DVR/

NVR and software bused input/output control. Amuno’s time und
attendaunce systems offer u broud range of time recorders, employee
time tracking, biometrics und time validation systems.

Amuno’s time und security integration:

e Increuses operutionul efficiency

o Enubles greuter lutitude of workforce munugement and sufety
e Helps reduce udministrative expenses

e  Protects your people, property und ussets

e Delivers cutting edye technoloygyy und enhanced feutures to fit
the needs of your organization foday and tomorrow

Amuno products are distributed through u globul distribution network.
We serve humerous markets, including finance, government, heulth
cure, munufucturing, educdution, guming & entertainment, and a wide
array of retdil services throughout the United States, Cunadu, Mexico,
Latin Americu und South Americu. Most products ure manufuctured
in our state-of-the art, 1ISO-9001:2000 reyistered fucility locuted in
Loveland, OH.

Our dedicuted feam of experts are euyger to parther with you to
uddress your business heeds. Whether you dare a smuall business or large
enterprise, Amuno hus the right solution for you.

Amano Access Control and Time & Attendance
Solutions

The Nexus 220 is u sculuble uccess control system for small o
medium orgunizations, comprised of hybrid web service und client
bused software with a complete range of system hardware. This fully
redundant IP system combines edse of installution und configuration
with the cupuability of controlling up to 128 doors. The system ulso
includes building manugement functions with intrusion punel control.

Amano Net is u multi-site access control solution, with scalability
ranying from a single door to u ylobul enterprise. This powerfully
desighed system meets toduy’s most demunding security und fucility
munagement requirements through a dyhamic graphical interfuce,
powerful integration with DVR/CCTV, Fire, Intrusion, and Parking
systems.

Nexus and AmanoNet fully integrate with our time maunugement
system in the form of Time Guardian Plus. This system automutes the
collection, culculution, und prepurution of employee time dutu for
processing puyroll. Using u shured dutubuse, the intfeyrated softwure
facilitutes dutu exchunyge between the Time & Aftendunce und
Access Control upplications, reducing the udministrative expense of
manuging individuadl systems.

Amano Touch is u fully integruted Sugem enrollment module, ullowiny
for centrdlized biometric template munagement for both access
und time & attendunce. Seumlessly inteyrating to both Nexus and
AmanoNet, the module simplifies enroliment and ensures uutomutic
updutes to time & uttendunce und uccess control field devices.

everyone Q/ everytime Q/ everywhere Q/
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MorphoTrak = Fingerprint Readers for Every Application

4 )

MA 500+

For access und time
& uttendunce

Up to 50 000 users
PoE und optional WiFi

Avdiluble MiFare/DESfire
options - MA 520+ D

MARC

Robust und portuble

For uccess und time und
attendunce
Computible with

MA 200, MA 500
and MA 500+ series

- J

( )

OMA 520 D

IP65 for uccess und time
& uttendance

Up to 50 000 users

PoE and optional WiFi
MiFare und DESfire

contactless smart card
reuder

High-volume enrolment
PC loyin upplicutions
Harsh environments

MSO 300/1300

For logicul uccess
ID munugement
PIV-compliant

( )

MA 100

For uccess und time
& uttendunce

Up to 500 users
|dentification in

0.7 seconds or less
(Avuiluble MiFare und
iCluss options)

Nexus 220

Sculuble uccess control
system

Fully redundunt
IP system

Controls up to
128 doors

Building munugement
functions

- J

( )

MA 120 W

For uccess und time
& uttendunce

Up to 500 users
|dentification in 0.7
seconds or less

Includes contactless
MiFare reuder

MA J Series

IP65 uccess control
terminal for indoor und
outdoor use

PoE and optional WiFi
Avdiluble MiFare und
DESfire options - J Dudll
Standard 500 users
upyrudeuble to 3000 users

For multi-site access
control

Single door to globual
enterprise

Dynamic graphical
intferfuce

Integration with DVR/
CC1V, fire, infrusion, und
parking systems

- J

Fully integrated
enroliment module
Centralized biometric
templaute munugement
for and time &
attendunce

Integration to Nexus
and AmanoNet

Automdatic updates to

Qeld devices j




Cutting cost, minimizing risk

Accuracy

Improve rules und records

Capacity

Complete identity management

Security

Minimize risk and licbility

Integration

Infegrated work force munugement

Speed

Improved productivity und efficiency

Amuno Cincinnati, Inc.
Time & Security Division

180 Alt 19 Suite A,
Palm Harbor, FL 34683

Phone 800 390 5837
Fax 727 786 9400

E-muil uccess@umuno.com

www.dmano.com

E&OE





